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E-SAFETY POLICY 
 
 
 
 
 
 
 
 
 

This policy also forms part of the set of policies which comprise  
the school’s overall “safeguarding” policies and procedures. 

 
AGREED: OCTOBER 2015 
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1. Preamble 
 
Chestnut Grove takes e-safety very seriously, and uses the LGFL Web filtering 
system which ensures that inappropriate content is blocked before it enters 
the school’s network.  The filtering system is provided by LGFL, which is used 
by the majority of London schools.  We also ensure that the use of internet 
derived materials by staff and students, complies with copyright law 
 
This policy addresses how Chestnut Grove Academy uses new technologies and 
how it makes them safe for the students and staff.   It relates closely to other policies 
on safeguarding, bullying and ICT which are also available on the web-site. 
 
In drawing up this policy, the academy has built on Wandsworth Children’s Services’ 
e-Safety Policy and government guidance.  It has been agreed by SLT and approved 
by governors. 
 
The Academy’s E- safety coordinator is Denys Wallace. He has responsibility for the 
network and its content. Any child protection or bullying concerns that are related to 
e- safety should be referred to Denys Wallace .  He is also responsible for security 
strategies in consultation with the network manager. 
 
2. Student awareness of e-safety  
 
The internet is an essential element in twenty first century life for education, business 
and social interaction.  The school therefore has a duty to provide students with 
quality internet access as part of their learning experience. 
 
Internet access is designed expressly for student use and will include filtering 
appropriate to the age of pupils.  Students will be educated in the effective use of the 
internet in research, including the skills of knowledge location, retrieval and 
evaluation. 
 
Given its centrality to modern life and education, it is a number one priority that for 
their safety, students are educated about the use of the Internet, and the school 
takes this very serious.  We provide:    
: 

 A thorough PSD programme in line with CEOPS advice.  

 A protocol included in the Home School Agreement; 

 A yearly letter is sent to parents, to remind them of the protocol,  

 All new students and any entering our sixth form sign the ICT acceptable use 
policy.  

 Assemblies and other interventions throughout the year as appropriate.  
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Students will be taught how to evaluate Internet content, become critically aware of 
the materials they read and understand how to validate information before accepting 
its accuracy. 
 
 
3. Managing Internet access 
 
Information system security 
 

 ICT systems are reviewed regularly;. 

 Virus protection is updated regularly; 

 Classroom use of the Internet is monitored using Impero and filtering policies 
modified and updated regularly; 

 Security strategies are reviewed and amended on a termly basis by the e-
safety coordinator and the Network Manager.  

 
E-mail 

 
Students may only use approved email accounts on the school system. 
Students must immediately tell a member of staff if they receive offensive email. 
 
Staff and students must follow the protocols for email as set down in Appendix  
 
Published content and the school website 
 
The contact details on the website are limited to the school address, email and 
telephone number.  Staff or students’ personal information are not published. 
 
The E- Safety coordinator takes overall editorial responsibility and ensurse that the 
content of the website does not breach the e safety policy 
 
Publishing students' images and work 

 
Photographs that include students will be selected carefully.  No personal information 
is published to link individuals to the photographs. 
 
Permission from parents or carers is obtained  before publishing photographs of 
students on the school website or elsewhere. 
 
Students' work can only be published with the permission of the child and parents. 
 
Social networking and personal publishing 

 
The school will block access to social networking sites, but may allow them for 
specific supervised activities. 
 
Students will be advised never to give out personal details of any kind which may 
identify them or their location. 
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Managing filtering 
 
The school will work with the London Grid for Learning to ensure systems to protect 
students are reviewed and improved. 
 
If staff or students discover an unsuitable site, it must be reported to the E- 
Safety Co-ordinator. 
 
Managing emerging technologies 
 
Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use at Chestnut Grove is allowed. 
 
Protecting personal data 
 
Personal data will be recorded, processed, transferred and made available according 
to the Data Protection Act 1998. 
 
 
4. Procedures  
 
Authorising internet access 
 
All staff on taking up their post at Chestnut Grove Academy must read and sign the 
‘Acceptable ICT Use Agreement’ before using any ICT resource.   
 
Students have to sign and return the ‘Code of Practice’ for internet use. 
 
Assessing risks 
 
The Academy will take all reasonable precautions to ensure that users access only 
appropriate material.  Chestnut Grove filters all Internet use through its network at all 
times. However, Chestnut Grove Academy cannot accept liability for the material 
accessed, or any consequences of internet access. 
The school will audit ICT provision to establish if the e-Safety Policy is adequate and 
that its implementation is effective. 
 
Handling e-safety complaints 
 
Complaints of internet misuse are dealt with by a senior member of staff. 
 
Any complaint about staff misuse must be referred to the E- Safety coordinator in 
charge of the ICT network. 
 
Complaints of a child protection nature must be dealt with in accordance with child 
protection procedures and must always be referred to the designated member of staff 
for child protection. 
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Online Bullying and safety 
 
Any incident of online bullying, either of staff or students inside or outside of school, 
including weekends and school holidays is severely dealt with and depending on the 
severity on the incident the following may occur: 
 

 The incident may be reported to the police; 

 The incident may be reported to Children’s Services of the relevant local 
authority; 

 The student who instigates online bullying may be subject to fixed term or 
permanent exclusion; 

 Any student who knowingly passes on an image or information that may be 
construed as online bullying may be subjected to a fixed term or permanent 
exclusion.  
 

Chestnut Grove is committed to eradicating bullying in all its forms and has put on 
place the following e – safety measures: 

 A link on the Academy’s Website to CEOPS  

 The SHARP online reporting system so that anybody can express concerns 
about bullying. 

 This will be checked regularly by the anti bullying coordinator. 
 
Parents and E-Safety 
 
The link between parents and the Academy is vital to ensuring that students are safe 
and responsible. The Academy will ensure that parents are informed and educated 
about E- Safety in the following ways: 

 The Home/School agreement which includes a section on E-Safety; 

 An annual evening on E-Safety; 

 A special introduction to E-Safety for Year 7 students; 

 An annual letter explaining how the SHARP system works. 
 

Staff and the e-Safety Policy 
 
All staff are given the e-Safety Policy and its importance explained. Staff should be 
aware that internet traffic can be monitored and traced to the individual user.  Staff 
should refer to the Professional Teaching Standards for guidance. 


